Project Resources
(Kibana, CyberChet,
Navigator, etc.)
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CyberChet

« The Cyber Swiss Army Knife

« A web app for encryption, encoding, compression and data

analysis also an open source tool

« Helps security analysts handle complex data without dealing with
complextools.

« Foursimple areas within cyberchef: input box, output box,
operationslist and recipe area.

* From the Security Onion Console, click the cyberchef hyperlink. You
can send text from PCAPs to cyberchef for analysis.

« Othertoolsinclude: Hashing, compression tools, forensics options...



CyberChet cont.
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Search From Hexdump

Favourites

To Base64

To Hexdump
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Magic . -
[iThis is a Windows NT windowed dynamic link library License Key Enterprlse AppllanCES
KERNEL32.DLL

VirtualAlloc Want the best hardware for your enterprise deployment? Check out our

TstoIl.dil enterprise appliances!
TstDll.dil

Data format

Encryption / Encoding

i Kibana . .
Public Key Customize This Space

" & N Elastic Fleet . . . .
Arithmetic / Logic Make this area your own by customizing the content in the Config interface.
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Kibana

» Kibanais an open-source tool that allows ... T -
for The ViSUOliZOTion Of dOTO from e Eul ~ Fulscreen  Share  Clone Edit
Elasticsearch

» Elasticsearch is required for Kibana to be
used

» Kibana can also be used for dafa
analytics

» Kibana also advertises machine learning
capabilities for threat detection

» Though thereis no hard limit, it is
recommendedto have 1 Gb of RAM for
Kibana.




Kibana

» Having a toollike Kibana could be useful
to our project since Elasticsearch is
already in our architecture

» Kibana advertises machine learning tools
that are preconfigured and are built on
the PyTorch framework

» Since it is open-source it does not incur
any extra cost to the project

» Datais stored already in Elasticsearch
and only requires an extra Gb of RAM.




Detection Playbook

» https://docs.securityonion.net/en/2.4/playb ook
.html#Eplaybook

» Outlines of how to detect malicious behavior
within the network Playbook

» Useindicators of compromise like logs, network
traffic patterns, alert signatures, efc.

» Can be integrated with Suricata, Zeek, and
other threat detection tools

» Need continuous updates as threat landscape
evolves

» Need adjustment to account for and false
positives

» Results from a playbook can be viewed from
kibana

» High or critical can be viewed in the alerts
console



https://docs.securityonion.net/en/2.4/playbook.html
https://docs.securityonion.net/en/2.4/playbook.html

ATT&CK Navigator

» Verysimple

» Providesbasic annotafion
of ATT&CK matrices

» Basically, just like Excel
» You can add layers
» Defaultlayeris Playbook

» Allows you to see your
playbook coverage
across ATT&CK

Framework

» Youcan add any layers
you want

Playbook Coverage X
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Execution

12 techniques
Command and
Scripting
Interpreter
Container
Administration
Command
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Client Execution

Inter-Process
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Scheduled
Task/Job .
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Deployment Tools

System
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User Execution

Windows

Management
Instrumentation

Persistence
19 techniques

Account
Manipulation
BITS Jobs
Boot or Logon

Autostart
Execution .,
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Initialization
Scripts

Browser
Extensions
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Binary

Create
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Services
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Pre-0S Boot

Scheduled
Task/Job

Server Software
Component

Traffic
signaling

Valid

u Contre

Privilege
Escalation
13 techniques
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Mechanism
Access Token
Manipulation
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Execution |
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Initializ
Scripts
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System
Process

Domain Policy
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Escape to Host
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Execution
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Privilege
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Hijack Execution
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Process
Injection .,

Scheduled
Task/Job
Valid
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Defense Evasion
40 techniques

Abuse Elevation
Control
Mechanism

Access Token
Manipulation

BITS Jobs
Build Image on Host

Deobfuscate/Decode
Files or Information

Deploy Container
Direct Volume Access

Domain Policy
Modification

Execution
Guardrails

Exploitation for
Defense Evasion

File and Directory

Permissions
Modification

Hide Artifacts

Hijack Execution

Impair Defenses
Indicator Removal on
Host ,

Indirect Command
Execution
Masquerading

Modify Authentication
Process,

Modify Cloud Compute
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Modify Registry
Modify System
Image

Network Boundary
Bridging

selection controls
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Credential
Access

15 techniques

Adversary-in-

the-Middle ., ,,

Brute Force |
Credentials
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Stores

Exploitation for
Credential
Access

Authentication

Forge Web
Credentials

Input
Capture

Modify
Authentication
Process

Network
Sniffing

OS Credential
Dumping

Steal
Application
Access Token

Steal or Forge
Kerberos
Tickets .,

Steal Web

B2

Session Cookie

Two-Factor
Authentication
Interception

Unsecured
Credentials

layer controls

Lateral
Movement

9 techniques

Discovery
29 techniques

Exploitation of
Remote
Services

Account Discovery , ,

Application Window
Discovery
Internal
Browser Bookmark Spearphishing
Discovery
Lateral Tool
Cloud Infrastructure Transfer
Discovery
Remote
Service
Session
Hijacking

Cloud Service
Dashboard

Cloud Service
Discovery Remote
Services
Cloud Storage Object
Discovery Replication
Through
Removable
Media

Container and
Resource Discovery

Domain Trust Software
iscovery Deployment
Tools
File and Directory
Discovery Taint Shared
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i Use Alternate
Authentication
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Scanning

Network Share
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Network Sniffing
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Discovery
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Software
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Collection
17 techniques

Adversary.
the-Middle

Archive
Collected
Data )

Audio Capture

Automated
Collection

Browser Session
Hijacking

Clipboard Data

Data from Cloud
Storage Object

Data from
Configuration
Repository

Data from
Information
Repositories |
Data from Local
System

Data from
Network Shared
Drive
Data from
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Media
Data Staged
mail
Collection
Input
Capture

Screen Capture

Video Capture
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Command and
Control

16 techniques
Application
Layer
Protocol
Communication
Through
Removable
Media
Encoding

Data
Obfuscation

Dynamic
Resolution

Encrypted
Channel

Fallback
Channels

Ingress Tool
Transfer

Multi-Stage
Channels

Non-Application
Layer Protocol

Non-Standard
Port

Protocol
Tunneling
Proxy

Remote Access
Software

Tratfic
Signaling

Web Service

technique controls

Exfiltration
9 techniques

Automated
Exfiltration

Data Transfer
Size Limits

Exfiltration
Over

Alternative
Protocol

Exfiltration
Over C2
Channel

Exfiltration
Over Other
Network
Medium
Exfiltration

Over Physical
Medium ,,

Exfiltration
Over Web
Service |

Scheduled
Transfer

Transfer Data
to Cloud
Account

Impact
13 techniques

Account Access
Remov:

Data Destruction
Data Encrypted
for Impact

Data
Manipulation
Defacement
Disk Wipe .,

Endpoint Denial of
Service )

Firmware
Corruption

Inhibit System
Recovery

Network Denial of
Service

Resource
Hijacking

Service Stop

System
Shutdown/Reboot
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